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Abstract

As computing technology becomes increasingly perva-
sive and interconnected, mobility leads to shorter-lasting
relationships between end-points with many different secu-
rity requirements. Also the rapid development of new ser-
vice landscapes calls for standardized, yet highly flexible
security protocols. It has been demonstrated that the in-
creasing number of application contexts of these highly flex-
ible security protocols opens vulnerabilities emerging from
the difficulty of assessing the impact of the selected protocol
options on the actual security of the relationship established
using the protocol.

This contribution clearly identifies the underlying prob-
lem more generally and establishes the need for run-time
on-the-fly verification of security protocol instances con-
sidering the actual choice of options and environment as-
sumptons. Extending security protocol verification from the
design-time realm into deployment and even run-time gen-
erates various challenges. This paper identifies these new
challenges and proposes directions for research on solu-
tions.
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1 Motivation

In the past, there has always been a strong case for formal
validation of security protocols. Formal analyses allowed
to discover flaws that have previously gone unnoticed, even
for protocols that had been deployed for years and had been
subject to thorough expert analysis. A whole discipline
of formal protocol analysis has emerged from these dis-
coveries, not only because it turned out to be a rewarding
application domain for formal methods research, but also
for its practical relevance and its strong contribution to the
notoriously difficult task of security analysis. Meanwhile,
we have techniques at our disposal that allow to analyse
large protocols, i.e., those with a large number of proto-
col steps, messages and message fields. To mention but a
few, AVISPA [1], ProVerif [4], and Scyther [5] have been
successfully applied to complex and industrial relevant se-
curity protocol specifications like those proposed by ITU
and IETF.

We feel a need to reinforce the importance of formal pro-
tocol validation in modern information and communication
technology environments, while at the same time motivat-
ing an extended usage scenario required by these environ-
ments. In particular, we want to promote the validation of
protocol deployment instead of protocol definition, with the
major implication that validation needs to be done on-the-
fly, sometimes even at run-time. By protocol deployment,
we mean the actual instance of a protocol specification im-
plemented by an entity (e.g., a service provider or a mobile
device) with its specific selection of options and assump-



tions about the execution and application context. While
protocol validation has so far focused on single reference
scenarios (here called a protocol definition), an entity that
frequently and briefly interacts with a multitude of services
has to cope with the full variety of deployment options and
environment constraints with their respective impact on the
validity of security properties. Recent work has shown how
sensitive protocols are to their respective environment, even
if the reference scenario is proven to be secure [2].

Consider the following example: Upon roaming, a mo-
bile device will decouple from the initial static local envi-
ronment and re-engage with a closer and reachable environ-
ment, this process being iterated many times. Every envi-
ronment may offer various services, each with its distinct
requirements for and assumptions on security. As a result,
a given mobile device will establish and maintain relation-
ships with many service providers, each of them offering
their own options and relying on their own assumptions.
Such a setting requires a small number of very versatile
standardized security protocols, which during runtime adapt
to the requirements of the offered service, as well as to the
specifics of the end point platforms.

Verifying all potential protocol deployment scenarios in
advance is not an option, due to the multitude of poten-
tial scenarios (cf. the options and different profiles of the
SAML2.0 set of standards as example) and the uncertain-
tainty about the assumptions and requirements made. We
rather propose to aim at deriving the respective scenario
upon the encounter with a peer entity (or set of entities),
and to use efficient, fully automated techniques to validate
the desired security properties on the fly. Existing technol-
ogy for security protocol validation provides a solid starting
point. In this contribution we explore the conceivable exten-
sions that will be necessary.

2 Position statement

Modern information and communication technology en-
vironments want to be increasingly open to the entire world-
wide community. In these settings, security protocols are
required to offer the degree of flexibility and options needed
to meet the multitude of requirements emerging from differ-
ent actors that want to access these environments. The more
the protocol will be open and flexible, the more the actors
will be able to interoperate by using it, but on the other hand
the chances of unpredicted and undesired protocol deploy-
ments violating critical security desiderata increase signifi-
cantly.

The work discussed in [2] is illustrative in this context.
The SAML 2.0 Single Sign-On (SSO) protocol specifica-
tion [8] from OASIS has been devised to provide a standard-
ized, open, interoperable SSO solution applicable in a mul-
titude of environments and situations. Not surprisingly, it is

widely considered a key enabler for pervasive computing,
service-oriented computing, SaaS and other similar emerg-
ing trends. Clients, service providers (SPs) and identity
providers (IdPs) can choose from a significant number of
protocols, message, and binding options to set-up their SSO
services and to communicate with each other. Google Apps
offers a SAML-based SSO IdP service that, once deployed
at its customer organizations, allows the clients of these or-
ganizations a direct and transparent access to the popular
web-based Google applications like Gmail or Google Cal-
endar. The first version of this SAML-based SSO service
for Google Apps has been released by Google in February
2007; formal analysis by means of SATMC, a state-of-the-
art model checker for security protocols [3], discovered a
serious security flaw in June 2008 . The attack, meanwhile
fixed, allowed a dishonest service provider to access Google
Apps under the identity of an unaware user. The problem
was due to the absence of a few but critical fields in the
authentication assertion generated by the IdP. The reasons
for not having used those fields are unknown, however, the
point we want to make is independent of them: the chosen
deployment options do have an impact on security, and the
fact that the choice is made independently by the respective
provider bears a risk of insecure protocol instances being
deployed.

Formal protocol validation becomes thus even more im-
portant than in the past to ensure on-the-fly (i.e., at the time
before actual protocol executions) that the protocol spec-
ification options are properly selected to comply with the
requirements imposed by the actors that want to run the pro-
tocol and to guarantee the overall protocol security desider-
ata. As a guiding vision we imagine that during the pair-
ing of the end-points and after choosing the instance pa-
rameters and variants for a security protocol, a verification
of the security of the protocol instance is executed in the
background. It is obvious, that run-time verification could
not see the actor as responsible for providing guiding in-
put, rather actor interaction must be minimal. While this
poses additional challenges, restricting the search space to
the run-time instance of the protocol might enable such a
technology to run on mobile devices with limited resources.

Though existing validation methodologies have been
proven to be successful on traditional security protocols,
modern environments and emerging trends pose new chal-
lenges that need to be tackled:

Protocol specification vs protocol definition: It is not
anymore a single security protocol that has to be
considered, but a family of security protocols defined
by the protocol specification, enumerating the mul-
titude of options (e.g., the use of fields and protocol
profiles) and assumptions (e.g., on properties of
communication channels used).
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Preferences, policies, constraints emerging by the actors:
Each actor that wants to employ one of the security
protocols defined by the protocol specification comes
with its own preferences, policies, constraints that
narrow down the freedom in the selection of options
for the given execution environment.

Attacker threat model: Traditional approaches to vali-
date security protocols assume the popular Dolev-Yao
threat model [6] (DY in brief) which considers an om-
nipotent malicious principal controlling the whole net-
work traffic. The usual justification is that a proto-
col secure against DY certainly is secure against a less
powerful, perhaps more realistic attacker. This justifi-
cation does not work for security protocols analysis in
modern environments. Here the attacker threat model
has to comply, as faithful as possible, with the proto-
col assumptions and the environment in which the de-
ployed protocol will be run, without any overwhelming
capability. For instance, if a certain communication
channel is assumed to be unreadable for the attacker,
an attacker unable to access that channel at all would
satisfy this requirement, but an attacker unable to read
it would satisfy that requirement more faithfully. Val-
idating a protocol specification against a too powerful
attacker may result in deploying a protocol that is far
too demanding and costly than the one that could have
been soundly deployed, like shooting a bird with a can-
non ball.

On-the-fly validation: Formal validation has to be under-
taken on-the-fly, before executing the chosen security
protocol instance. This protocol instance has to com-
ply with the actor preferences still achieving its critical
security desiderata. It remains an open point where and
how to undertake this formal validation. Likely, each
actor that desires to initiate an interaction with others
using the protocol specification wants to locally per-
form the validation step. Alternatively, a trusted-third
party might be introduced to perform an overall valida-
tion. In both the cases the set of preferences, policies,
and constraints of each actor has to be provided as in-
put to the validation entity and trustworthiness of this
information needs to be established.

The intuition is hereafter explained. Let P be a tra-
ditional security protocol supposed to achieve certain
security desiderata G (e.g., secrecy of data, authentica-
tion, non-repudiation, etc). P can be defined as a set of
role behaviours parametric on certain data parameters,
i.e., P = {R1(P1,1, . . . ,P1,k1), . . . ,Rn(Pn,1, . . . ,Pn,kn)}. For
instance, it is easy to define the well-known Needham-
Schroeder Public Key protocol [7] (NSPK in brief) in
terms of the behaviour of its roles initiator and responder
where the role parameters range over actor identifiers, actor

keys, etc. Roles are played by actors. An actor session
A(RσA,#,P ,#) defines the actor A playing the role R (σA,#
properly instantiates R’s parameters) of protocol P in
session # (sessions allow the same actor to play the same
protocol role more than once). An interleaving of actor
sessions where all the protocol roles are played at least
once defines a protocol scenario. For instance, a protocol
scenario for NSPK can be

||{ alice(initiator(. . .)σalice,1,NSPK,1),
charlie(responder(. . .)σcharlie,1,NSPK,1),
bob(initiator(. . .)σbob,2,NSPK,2),
alice(responder(. . .)σalice,2,NSPK,2) }

where alice and charlie engage in session 1 of the protocol,
while bob and alice communicate in session 2.

Existing formal validation approaches are able to estab-
lish whether a protocol scenario S interleaved with the at-
tacker threat model I (normally the Dolev-Yao [6]) achieves
the protocol desiderata G, in symbols S, I |= G. When
G is limited to secrecy and authentication, certain ap-
proaches can even answer whether the security desiderata
are achieved by the protocol applied in any scenario, i.e.,
∀S.S, I |= G.

Security procotols for modern environments are defined
by means of protocol specifications and are employed by
actors that have their own preferences, policies and con-
straints. A protocol specification P S defines a set of role
specifications {R1, . . . ,Rn} and offers a multitude of options
(e.g., optional message fields) whose configurations pro-
duce a family of likely similar, but surely not identical secu-
rity protocols {P 1, . . . ,P m} each one defining specific role
behaviours for R1, . . . ,Rn. Let rs(P S) = {R1, . . . ,Rn} and
p(P S) = {P 1, . . . ,P m}. Moreover, let rb(R j,P i) be the role
behaviour associated to the role specification R j ∈ rs(P S)
of protocol P i ∈ p(P S). The preferences, policies and con-
straints of an actor A are captured by the formula ap(A).1

Agent A that wants to play the role specification R∈ rs(P S)
in a session # can deploy any role behaviour of R that satis-
fies ap(A). Let canplay(A,R,P S ,ap(A)) be the set of those
protocols {P i1 , . . . ,P ik} ⊆ p(P S) such that rb(R,P i j) com-
plies with ap(A) ( j = 1, . . . ,k). An actor session specifica-
tion A[R,P S ,#] denotes actor A that wants to play the role
specification R∈ rs(P S) in session #. A set of actor session
specifications defines a protocol scenario specification pro-
vided that all the role specifications in rs(P S) are played at
least once.

Given a protocol specification P S and its security
desiderata G, a scenario specification SS, the actor prefer-
ences ap(A) for each actor A, and an attacker threat model I

1Clearly a proper language and formalism needs to be introduced to
express ap(A). State-of-the-art formal languages for policy specification
might be helpful here.
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properly tailored on and complying with the protocol spec-
ification and actor preferences, the validation problem we
are interested to solve is thus:

∀A[R,P S ,#] ∈ SS.∀P i ∈
⋂
A,R

canplay(A,R,P S ,ap(A)).

||{A(rb(R,P i)σA,#,P i,#)}, I |= G (1)

More precisely, we want to solve multiple validation
problems, one for each suitable protocol deployment com-
plying with the respective actors’ preferences and with
the given scenario specification. Any violation of the
validation problem ||{A(rb(R,P i)σA,#,P i,#)}, I |= G in-
dicates that that protocol deployment should be avoided
(e.g., the actors can make their preferences more strict)
as it is vulnerable to a security attack. Notice that⋂

A,R canplay(A,R,P S ,ap(A)) might result in an empty set
indicating that the preferences expressed by the various ac-
tors make them unable to deploy any of the protocols in
p(P S). Last but not least, it is worth mentioning that if
the actor preferences, policies and constraints comprise re-
quirements on the behaviours of other actors, the operator
canplay should be changed to keep this into account and to
consider the union of the actor preferences rather than the
preference of the single actor.

As mentioned above, one additional challenge concerns
where to check the validity of (1). Each actor might want to
perform this check locally, but there are situations in which
this might be infeasible (e.g., when the actor has not enough
computational capabilities). A trusted-third party can be
used in those cases. Clearly the trustworthiness of input
for the validation problem has to be established to make the
validation itself meaningful.

3 Research Directions

Our proposition is assessing the impact of a selected sce-
nario and environment constraints on the security of a proto-
col. Hence, languages are required that express these prefer-
ences and restrictions. While existing policy languages may
be useful here, it remains to be investigated if they provide
enough intuition for the modeler and can express that infor-
mation sufficient for computing, for instance, the canplay
set (see Sect. 2). We expect that canplay may generate huge
result sets, such that traditional validation techniques may
run into problems. Thus, it is worth considering combining
the validation techniques with policy reasoning techniques
to narrow down to a managable focus for validation.

Considering the feasibility of on-the-fly validation it is
necessary to quantify the complexity of such a validation
run and how to cope with a mixture of trustworthy inputs
from the local platform and with the input from the remote
end-point. Considering very limited devices, it could be

necessary to have the surrounding infrastructure carrying
out the validation. Such a solution requires strong guar-
antees on the trustworthiness of that infrastructure.

It is yet unclear where the limits of mechanical discov-
ery of insecure security protocol option selections is and if
it is feasible to infer possible fixes (in the sense of slightly
adapted option sets) from the discovery results. It is nec-
essary to determine the limitations in order to know, how
much manual specification is needed to augment the auto-
mated approach.

4 Conclusion

Pervasive computing leads to ever-more flexible security
protocols with a multitude of options. Security validation
needs to consider families of security protocols instead of
only single security protocols, which leads to a huge in-
crease of possible protocol instances that need to be vali-
dated. In this paper we therefore propose to take the options
selected during run-time by the end-points into considera-
tion, thereby focusing only on the protocol instances rele-
vant in the particular situation. This novel concept opens a
number of research questions: Is it feasible that each end-
point validates the protocol properties it requires? How
would the trustworthiness of the input to validation be as-
sessed? As first steps in the direction of on-the-fly security
protocol validation we need to specify what information is
needed to describe a protocol instance and to determine the
computational complexity of on-the-fly validation given the
restriction to a choice of selected protocol options.
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