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Abstract. We consider cooperating intrusion detection agents that limit the co-
operation information flow with a focus on privacy and confidentiality. General-
izing our previous work on privacy respecting intrusion detection for centralized
systems we propose an extended functional model for information reductions
that is used for cooperation between intrusion detection agents. The reductions
have the following goals: detective effectiveness of cooperation alliances, pri-
vacy of honest individuals, further organizational confidentiality requirements,
and efficiency. For the reductions we outline the basic requirements, and derive
the specific requirements imposed by the cooperation methods used for intrusion
detection. It is shown, how our existing solutions could be adapted and what re-
strictions apply.

1 Introduction

When designing IT systems we not only need to take the security requirements of the
providers into perspective, but also the security requirements of the users. Both, users
and IT system providers are interested in the dependability, in particular the integrity
and availability of the IT system. In the recent years it has been recognized that preven-
tive safeguards need to be complemented by reactive aspects of security.

A security incident comprises the violation of the given security policy. Reacting
to security incidents requires detecting them in the first place. To be able to detect
violations of the security policy, one must be able to observe all activity that could
potentially be part of such violations. Modern services and operating systems either
already supply mechanisms for observation or can be instrumented appropriately. The
observed information is denoted as audit data in the following. The audit data can be
analyzed by an intrusion detection system (IDS) in order to detect security incidents. If
an IDS detects a security incident, appropriate reaction should be initiated. A reaction
may require to hold a user accountable for the damage caused. Therefore, audit data
usually provides information to account activity to persons.

Since most audit data can be used without much effort to identify individual users,
recording and sharing such data may conflict with the users’ expectancy for privacy and
with pertinent legislation concerning the personal data of users. In Sect. 2 we summarize
existing solutions to solve the conflict between the need for audit data for intrusion
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detection and the privacy requirements. The core idea is to replace personal data in audit
data with carefully chosen pseudonyms. Current technology for pseudonymizing audit
data is applicable to centralized intrusion detection systems, only. In Sect. 3 we argue,
that centralized intrusion detection will not be sufficient in the future. Rather, intrusion
detection agents need to cooperate to sustain adequate detection facilities. Recent work
on cooperating intrusion detection agents is summarized in Sect. 4.

In Sect. 5 we generalize prior concepts of pseudonymization and propose an ex-
tended functional model for information reductions. Information reductions are a
prerequisite for cooperating with partially trusted agents that should not learn cer-
tain information. The basic requirements of such information reductions are outlined
in Sect. 6, whereas requirements for the specific cooperation methods used by intrusion
detection agents are derived in Sect. 7 and Sect. 8. The derived results are related to audit
data pseudonymization and according adaptations of prior solutions are proposed. The
paper discusses related work and concludes in Sect. 9. The main contribution is fivefold:

– proposing a novel functional model for information reductions that is used for co-
operation between intrusion detection agents,

– identifying the basic requirements of such information reductions,
– deriving specific requirements based on existing work on cooperation of intrusion

detection agents,
– proposing according adaptations of existing solutions for audit data pseudonymiza-

tion, as well as identifying the inherent limitations, and
– identifying the major challenges wrt. intrusion detection, inference control and

cryptography in order to achieve secure and useful information reductions for co-
operating intrusion detection agents.

2 Pseudonymization for Centralized Intrusion Detection

We proposed concepts for the pseudonymization of audit data for intrusion detection
while balancing the conflicting requirements for accountability and anonymity [3]. In
our approach Unix syslog audit data is pseudonymized by a source agent immedi-
ately after it has been generated by an information source, such that users appear under
pseudonyms in the audit data (see Fig. 1). The audit data with pseudonyms maintains
the degree of linkability required for intrusion detection by the analyzing agent. The
pseudonymization process also produces additional data that allows for the recovery of
the original data, subject to specific conditions. The audit data with pseudonyms and
the pseudonym recovery data are forwarded by the source agent to the analyzing agent.

The analyzing agent normally works in a surveillance mode, where merely the audit
data with pseudonyms is analyzed with respect to misuse suspicions. Only if a (thresh-
old) alert occurs, i.e., a misuse suspicion has been detected, the pseudonym recovery
data can be used for reidentification, i.e., the original audit data can be reconstructed. In
the alert mode the analyzing agent can employ the reconstructed audit data to establish
accountability for legal purposes, such as damage prevention and litigation.

For the pseudonym recovery data, the approach leverages Shamir’s threshold scheme
for cryptographic secret sharing [4]: The misuse suspicions for intrusion detection are
modeled as thresholds of secret sharing schemes. The pseudonym recovery data con-
tains the encrypted identifying data that is replaced by the pseudonyms, and it contains
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shares of the respective decryption keys. As a result, the disclosure of the encrypted
identifying data is enforced cryptographically, such that decryption is possible if and
only if the pseudonyms are involved in a sufficient suspicion of misuse (technical pur-
pose binding), i.e., the number of shares associated with the pseudonyms exceeds the
threshold in the model of the misuse suspicion. Note that it may be necessary to pro-
vide the ability to recover the decryption keys independently of a priori defined models
of misuse suspicion in order to investigate misuse that has not (yet) been modeled. In
that case, the grounds for decryption must be scrutinized by one or more trusted parties
(organizational purpose binding). Involving these parties can be enforced cryptograph-
ically, e.g. using threshold cryptosystems [1].

Fig. 1. Functional model for pseudonymization

For the pseudonymization approach we have implemented a suitable system design
and described practical aspects of its use [2]. The evaluation has shown, that the con-
cepts are viable in practice to handle real-world audit data volumes [2].

3 The Need for Cooperation

The approach described in Sect. 2 is suitable for centralized intrusion detection, where
information sources and source agents are controlled by a single authority, such that
pseudonyms and recovery data are generated consistently with respect to a central ana-
lyzing agent. We expect to see the following main problem in the future. Complex and
orchestrated attacks increasingly span larger and more heterogeneous networks, and
they cross organizational boundaries. From the attacker’s point of view this is a logical
step to conceal his attacks by breaking it down into smaller parts, which might seem in-
nocuous, if observed isolatedly. Also by using several distributed machines an attacker
can gain firepower for denial of service attacks. Complex attacks of this kind cannot be
monitored by local source agents of one intrusion detection system alone. Conventional
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centralized approaches for intrusion detection will neither be able to collect sufficient
information about complex attacks nor to support an appropriate response. Therefore,
cooperation between distributed IDS agents is required.

The main problem comes along with further weaknesses of centralized systems. (1)
The increasing capacity of networks and computers results in an ever increasing audit-
data volume that needs to be analyzed. In the face of this development, centralized
intrusion detection approaches do not scale adequately any more. (2) A single central-
ized analyzing agent is a single point of failure and cannot constitute a robust solution.
(3) Complex attacks implement strategies that comprise several elementary sub-attacks.
Conventional intrusion detection systems merely focus on the detection of the elemen-
tary attacks. As a consequence of a complex attack, security administrators are con-
fronted with a multitude of alarms that only together describe the complex attack on a
low level of abstraction. The recognition of attack strategies and their overall goals is
left to the security administrators.

4 On Cooperating Intrusion Detection Agents

Cooperative and distributed intrusion detection agents are proposed as the solution for
the sketched problems. There has been some development primarily focusing on the
technical and practical issues that enable distributed intrusion detection to face problems
(1) and (2). In order to move from centralized solutions to distributed IDS, algorithms
for distributed audit data analysis have been proposed [5, 6, 7]. Recently, research also
extends on improving the results of distributed analysis, in order to solve problem (3).
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Fig. 2. Example with alarm correlation
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Seminal proposals of Huang and Bass [8, 9] deal with the analysis of strategies and
goals of attackers, utilizing results from the field of multisensor data fusion. Fusion or
aggregation of alarms of elementary attacks that have been generated by different ana-
lyzing agents result in the reduction of the alarm volume, thereby relieving the security
administrators. To do this, knowledge-based rule systems and probabilistic methods
have been proposed [10, 11, 12, 13, 14, 7]. These approaches use simple heuristics
based on domain knowledge about invariants of certain classes of attacks.

Knowledge-based correlation of alarms of elementary attacks can be used to recog-
nize complex attacks in detail (see Fig. 2). The correlation can be conducted using ex-
plicit models such as signatures interpreting alarms as events, where the models can be
specified by experts [15, 10, 16, 17] or learned from labeled training data based on sim-
ilar heuristics as used for alarm aggregation [18]. Alarm correlation based on explicit
models fails to recognize not explicitly specified variants of complex attacks. Specify-
ing instead the pre and post conditions of alarms, all (variants of) complex attacks can
be recognized wrt. these conditions [19, 20, 21, 14].

Correctly abstracting many elementary attacks into a few complex attacks has several
advantages. Firstly, the alarm volume is reduced. Secondly, strategies and possible in-
tentions of attackers can be recognized [8, 22] or extrapolated, such that target systems
can possibly be protected before the complex attack is completed. This extends the use
of intrusion detection to the practically more important domain of intrusion prevention.
Thirdly, uncorrelated alarms can be assumed to be false alarms [21].

5 Reduction of Cooperation Data

While distributed cooperating intrusion detection is strongly needed, it also has the
potential to be abused as a surveillance technology on a large scale. The arising conflict
is an open problem not sufficiently investigated by the literature, as surveyed in Sect. 9.
We propose to extend our approach for pseudonymization, as introduced in Sect. 2, as
a promising solution.

The distributed character of future intrusion detection not only brings out the impor-
tance of privacy protection, but also the significance of efficient intrusion detection. We
can compare analyzing an ever increasing amount of audit data with the attempt to drink
from a fire hose. To put future intrusion detection systems in the position to cope with
the audit data volume in practice, the results of local audit data pre-processing must
be shared with other analyzing agents, thereby reducing the message volume and the
workload of the analyzing agents. Successful cooperation will only be possible, if the
data is not filtered too restrictively. Additionally, the data shared by cooperating agents
may cross organizational boundaries. Both sharing and crossing boundaries stress the
importance of confidentiality issues in this context. Naturally, companies would like
to keep their local secrets confidential, also towards the agents of their remote business
partners. The crossing of organizational boundaries also amplifies privacy requirements
of individuals as compared to the situation within closed organizations.

Summarizing, we identify the following four potentially conflicting goals:

1. detective effectiveness of cooperation alliances,
2. privacy of honest individuals,
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3. further organizational confidentiality requirements of local agents, and
4. efficiency.

Our previous solution exploits domain knowledge (about the given models of attack
scenarios), as well as organization-specific knowledge (about requirements for privacy,
analyzability and accountability). Accordingly, the solution for the more general prob-
lem is expected to use domain knowledge about the cooperation method to account
for efficiency and cooperation effectiveness. And for considering privacy and confiden-
tiality, again organization-specific knowledge is required. Particularly, in practice we
need solutions with realistic and implementable trust requirements, because cooperat-
ing intrusion detection agents can be operated by different organizations. Our extended
solution will be based on a generalization of the functional model from Sect. 2. An
information source generates events or just information, being consumed by a source
agent. The source agent represents the events or information using structured data ob-
jects. Appropriate information reductions process the structured data objects to satisfy
detective effectiveness, privacy, confidentiality and efficiency. We distinguish lossless
reductions and lossy reductions, depending on whether the original information from
the structured data objects can be reconstructed or not, respectively:

– Lossy reductions remove information from structured data objects before forward-
ing it as open data to remote agents. The removed information must not be needed
for further remote processing, and it should be definitely kept secret from remote
agents, even under inferences. When information is coarsened, the detective effec-
tiveness of the surveillance mode should not be affected unreasonably.

– Lossless reductions work by splitting the information contained in structured data
objects into open data and covered (masked, blinded) data before forwarding it to
remote agents (see Fig. 3).

The open data of a lossless reduction is sufficient for the normal surveillance mode
of analyzing agents, possibly in conjunction with exploiting certain properties of the
covered data, or in conjunction with some supporting data that must be additionally
generated depending on the specific application. As an example, the covered data may
be the protected input to a surveillance mode that is implemented using secure multi-
party computation. If a specific detective purpose is met in the surveillance mode, a
purpose alert is triggered. The respective open data together with the covered data al-
lows for the reconstruction of the original information, subject to the detective purpose,
e.g. sufficient suspicion. The data with the reconstructed information can be used in
the alert mode, e.g. to hold perpetrators accountable. Note that lossless reductions are a
generalization of the pseudonymization approach described in Sect. 2 (compare Fig. 1
and Fig. 3). The audit data with pseudonyms is open data being used in the normal sur-
veillance mode, and the pseudonym recovery data is covered data, that can be used to
reconstruct the identifying information in the original audit data, if and only if the de-
tective purpose is met (purpose alert), i.e., a sufficient suspicion of misuse has occurred
(threshold alert).

Both kinds of open data, as well as the supporting data should keep some information
secret, even under inferences. In general, inference control is a highly challenging task
that can only partially be solved in a purely algorithmic way, see e.g. [23, 24, 25].
Accordingly, in the context of intrusion detection, specific considerations are due.
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Fig. 3. Functional model for lossless reductions

6 Basic Requirements for Lossless Reductions

We summarize the required properties of the output of lossless reductions as follows:

– Open data in conjunction with supporting data must be sufficient for the normal
surveillance mode of given kinds of analyzing agents.

– Covered data may possibly be exploited for the normal surveillance mode of given
kinds of analyzing agents. The main use of the covered data is in the alert mode of
given kinds of analyzing agents. For this purpose, the covered data must exhibit the
following properties:

• correctness: If the given purpose of the alert mode is met, the original informa-
tion can be reconstructed by the analyzing agent from the open data together
with the covered data. Note that this definition comprises technical and organi-
zational purpose binding (cf. Sect. 2). However, in the following we focus on
aspects of technical purpose binding.

• secrecy: If the given purpose of the alert mode is not (yet) met, the original
information cannot be determined by the analyzing agent from the open data,
the supporting data and the covered data.

• verifiability: If the analyzing agent does not trust the source agent to correctly
perform the lossless reduction, the analyzing agent can recognize the covered
data as useful for the surveillance mode, and for the information reconstruction
for the alert mode.

7 Specific Requirements for Open Data

As required in Sect. 6 the open output data of lossless reductions must be sufficient for
the normal surveillance mode of given kinds of analyzing agents. This also applies to
lossy reductions. As a consequence and as mentioned in Sect. 5, accounting for the goal
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detective effectiveness requires domain knowledge about the cooperation method(s)
used by the analyzing agent(s). Krgel et al. survey existing work on such cooperation
methods and propose a straightforward model incorporating useful heuristics for reduc-
ing the number of alarms, while retaining the relevant information [7].

Identifying Requirements for the Effectiveness of Cooperation Methods

In the following, we briefly motivate the rationale of these heuristics and focus on those
of the operations, which use the open output data as operands. The ability to obtain
useful results via these operations must be sustained in open data. Thereby we derive
concrete requirements that must be met when generating open data using lossless re-
ductions for cooperating intrusion detection agents.

Unlike local events, which are considered atomic events with only one timestamp,
alarms have a start time and an end time, because they may describe a set of events that
occurred at possibly distinct points in time. As can be seen below, start and end times
play a crucial role in alarm correlation.

Most proposed approaches use exact matches of certain common features to iden-
tify alerts to be fused. However, two approaches employ probabilistic similarity mea-
sures for IP addresses [11, 18], and one approach reasons about implications of IP
network addresses and directory pathes [14]. Such constraints determine exact matches
in the first p bits of the features, where p is the length of the common prefix of the
features.

When aggregating/fusing a set of alarms into a complex alarm, the values of a given
feature for all fused alarms are copied to the corresponding feature in the complex
alarm, and the start and end time are determined from the set of alarms according to the
semantics of the respective heuristic.

Firstly, alarms are mapped to a common format with common semantics and manda-
tory features (start time, end time, source, target), which are complemented in a best-
effort manner. Then, various heuristics are applied to reduce the number of alarms by
prioritizing alarms, or by fusing alarms into more complex alarms. For the names of the
heuristics we follow the terminology of Krgel et. al. [7].

Alarm Fusion aims at discarding obvious duplicate alarms generated by different
sensors when observing a given activity. Two given alarms are fused, if their start times
fall in a configurable time interval, if they are generated by different sensors, and if for
a given feature in both alarms the values are equal, if available. For alarm fusion, the
distance of timestamps needs to be computed and compared to a constant value, and
features are tested for equal content.

Alarm Verification aims at identifying irrelevant alarms and false alarms. As a pre-
requisite, a verification database is required, which maps each provided service to a
verification method. The effect of a reported attack can be verified by determining the
affected system service via the target port feature or the service identifier of the alarm
and executing the associated verification method. For alarm verification, features are
compared to entries in the verification database.

Attack Thread Reconstruction aims at representing subsequent alarms describing at-
tacks from a given attacker on a given target. Two given alarms are fused, if the end time
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of one alarm and the start time of the other alarm fall in a configurable time interval,
and they are reported for the same source and the same target. For attack thread recon-
struction the distance of timestamps needs to be computed and compared to a constant
value, and features are tested for equal content.

Attack Session Reconstruction aims at correlating alarms that describe events on the
network and in a host. As a prerequisite, a port-process database is required, which
(1) maps network transport protocol port numbers to the identifiers of the processes on
the host, who listen on the respective ports, and which (2) describes the parent-child
relationship of the processes on the host. Two given alarms are fused, if the end time
of the network-based alarm falls in a configurable time interval with the start time of
the host-based alarm, and the target port feature of the network-based alarm identifies
a port that is listened on by the process that is identified by the process id feature of the
host-based alarm. For attack session reconstruction, the distance of timestamps needs
to be computed and compared to a constant value, and features are compared to entries
of the port-process database.

Attack Focus Recognition aims at fusing alarms describing attacks where a given
attacker attacks many targets, e.g. reconnaissance scans, or where a given target is at-
tacked by many sources, e.g. distributed denial of service attacks. Two given alarms are
fused, if their start times fall in a configurable sliding time window, and they are re-
ported for the same source or the same target. For attack focus recognition, the distance
of timestamps needs to be computed and compared to a constant value, and features are
tested for equal content.

Multi Step Correlation aims at representing alarm patterns constituting complex at-
tacks as complex alarms. This is achieved by alarm correlation. Different approaches to
centralized [15, 19, 10, 20, 16, 18, 17, 21, 14] and distributed [5, 6, 7] alarm correlation
have been proposed (cf. Sect. 4). The operations relevant wrt. lossless reductions are
independent from the possibly distributed nature of these approaches. We have already
analyzed the problem of lossless reduction by pseudonymization in depth for the cen-
tralized case [1], which also applies to the distributed case. For multi step correlation,
the timestamps need to be compared wrt. to their order, and features are tested for equal
content, or their features are compared to constant values.

Impact Analysis and Alarm Prioritization aim at determining the effect of an attack in
order to prioritize the respective alarm accordingly. As a prerequisite, an asset database
is required, which (1) maps provided services to the importance of the services, and
which (2) models the dependencies of the services. The impact of an attack described
by a given alarm can be determined by identifying the target port or service identifier
feature of the alarm in the asset database and determining all services depending on that
service. The identified services can then be correlated with service failures detected by
service monitors.

Moreover, the asset database is used to determine the importance of the affected
services and to prioritize the involved alarms accordingly. Alarms that have already
been fused into more complex alarms, as well as alarms found to be irrelevant are
set to a low priority, such that they are still available for review. For impact analy-
sis and for alarm prioritization, features are compared to entries of the asset
database.
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Resulting Requirements for Open Data

It can be seen, that the following requirements are crucial for sustaining the functional-
ity of the relevant operations of the above heuristics:

R1: certain alarm features (except for timestamps) need to be compared to certain
alarm features for equal content, or equal prefix content

R2: certain alarm features (except for timestamps) need to be compared to values out-
side of the open data, e.g. constant values, entries of a database (see above)

R3: distances of alarm timestamps need to be computed and compared to values out-
side of the open data, i.e. a constant value

R4: the order of alarm timestamps needs to be determined

As a result, in order to sustain the effectiveness of the surveillance mode of the
analyzing agent(s), lossy reductions must be designed, such that they do not remove
timestamps and features that are used in the aforementioned operations (cf. Sect. 9).

Lossless reductions must be designed, such that the above operations can still be
computed on the described alarm timestamps and alarm features, and such that the
results of the operations are still meaningful, i.e., for an operation ◦ ∈ {=p,<,>},
where =p compares the features up to a suitably determined prefix p, including =∞
for the full length, and two operands op1 and op2 in the open data and for a lossless
reduction r() holds op1 ◦ op2 = r(op1)◦ r(op2).

Note that sustaining the ability to compare alarm features or operation results on
alarm features to values outside of the open data may require to provide supporting data,
i.e., the reduction rs() uses some parameter s, such that op1 ◦ op2 = rs(op1) ◦ rs(op2)
holds, where rs(op1) is computed by the source agent and rs(op2) is computed by the
analyzing agent.

Specific Requirements for Pseudonyms in Open Data

In the following, we consider pseudonymization as a special case of lossless reductions,
and we focus on the specific requirements for pseudonyms in the open data, such that the
surveillance mode of the analyzing agent(s) sustains its detective effectiveness. Hence,
the lossless reduction rs() replaces some feature f with an appropriate pseudonym
rs( f ), where s is a parameter that can be used to generate distinct pseudonyms for
f . Note that rs( f ) needs to preserve the comparability of feature prefixes, if required by
R1, e.g. [26]. Also note that pseudonyms traditionally are used to hide personal data,
such as identifiers of users, but within our generalized scope we consider pseudonyms
as place-holders for arbitrary features. A pseudonym rs( f ) is appropriate, if

– rs( f ) respects the syntax constraints of the surveillance mode wrt. f
– f =p f ′ ⇒ rs( f ) =p rs( f ′) holds if R1 requires that f must be testable for equal

content or prefix to an alarm feature f ′; note that both rs( f ) and rs( f ′) are computed
by the source agent

– f �=p f ′,s �= s′ ⇒ rs( f ) �=p rs( f ′),rs( f ) �=p rs′( f ′) holds generally, i.e., rs() is
collision-resistant, such that no unrelated alarms are correlated by accident

– f = c ⇒ rs( f ) = rs(c) holds if R2 requires rs( f ) to be testable for equal content
of a clear-text value c; note that rs( f ) is computed by the source agent, who also
provides s in the supporting data, such that the analyzing agent can compute rs(c)
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– f �= c ⇒ rs( f ) �= rs(c) holds generally, i.e. rs() is collision-resistant (see above)

Note that R2 can be required independently from R1 wrt. to f , such that R2 may
be required in addition to R1. The source agent only needs to provide s in the sup-
porting data, if R2 holds. Also note that a database lookup for a given rs( f ) requires
the analyzing agent to compute rs(c) for all c visited in the database, until a match is
found.

In order to reduce the inferences an attacker can make on the transitive closure of a
given pseudonym, it is desirable to use rs() in way, such that additionally

– f =p f ′ ⇒ rs( f ) �=p rs′( f ′),s �= s′ holds if R1 does not require that f must be
testable for equal content or prefix to an alarm feature f ′; note that the analyzing
agent then does not need to and therefore is incapacitated to decide whether f =p f ′

or f �=p f ′

We assume that all (source/analyzing) agents a priori know the heuristics, such that
all agents know, when R1 and/or R2 are required. This assumption can be met by proper
coordination of the configuration of all agents.

All source agents that pseudonymize a given f must choose s in a coordinated way,
if R1 is required. Then, the analyzing agents can correlate alarms originating from dis-
tinct source agents by means of rs( f ). If there is no coordination wrt. s, the following
error can occur: rs( f ) �=p rs′( f ′),s �= s′, despite f =p f ′, resulting in failure to correlate
related alarms, i.e., the number of alarms is not reduced.

Depending on the given communication infrastructure it may be viable to choose s
in a coordinated way. However, this seems to be impossible to achieve for simultane-
ously generated alarms, if there are real-time constraints to be respected, i.e., alarms
cannot be buffered until s has been agreed upon by all agents. Note that a single
centralized source agent can choose s randomly [1] and thus can significantly reduce
the transitive closure of a given pseudonym, i.e. reduce the working surface of an at-
tacker who reasons about pseudonyms. Assuming that a timely coordination of s with
all source agents is impractical, s should be a static parameter that is known to all
source agents cooperating with a given set of analyzing agents. If a source agent wants
to prevent the analyzing agent from dictionary attacks yielding information about the
source agent’s private network, it could use a secret value s to pseudonymize all highly
critical information. The down-side of this approach is, that the pseudonyms for the
highly critical information cannot be correlated with alarms from other source agents.
Our solutions for the centralized case need to be carefully adapted to the requirements
wrt. s [1].

Regarding R3 and R4, currently no useful rs() is known, which meets these require-
ments in the distributed case. Thus, so far timestamps must not be pseudonymized in
alarms. Note that time-shifting and enumeration can be used in the centralized case
[27], but require timely coordination of all source agents in the distributed case, which
we assumed to be impractical. However, timestamps could be coarsened by lossy re-
ductions removing the more fine-grained time units (cf. [27, 28, 29] in Sect. 9), or
the point in time could be hidden by removing the more coarse-grained time
units [27].
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8 Specific Requirements for Covered Data

In contrast to the open data the covered data is basically independent from the coopera-
tion methods used by the analyzing agent(s). This results from the fact that the covered
data is not used in the surveillance mode. In the following, we ignore the extension that
the surveillance mode may exploit certain properties of the covered data. Rather, the
covered data is used for information reconstruction when a purpose alert is triggered in
the surveillance mode. This obviously results in fewer specific constraints for the design
of lossless reductions.

The basic requirements for lossless reductions must still be met in a distributed setup.
Regarding correctness, the lossless reduction must generate covered data that allows for
information reconstruction, even if the covered data used for information reconstruction
is generated by distinct source agents accounting for simultaneous events at different
locations of the system. As an example, a lossless reduction may provide the informa-
tion, which is hidden in the open data, in several parts in masked form in the covered
data, where each insufficient set of parts satisfies the secrecy requirement. The informa-
tion reconstruction requires a sufficient set of parts to enable reconstructing the hidden
information. Then, if several distinct source agents generate such parts accounting for
events at different locations of the system, the parts in the sufficient set must still “fit
together”, such that the original information can be reconstructed.

Clearly, this requires the source agents to generate covered data in a coordinated way.
Note the analogy to the situation wrt. to the parameter s in Sect. 7. The same rationale
applies here, and we assume that a timely coordination of all source agents is impracti-
cal. As a result, covered data must be generated using only the original information to
be hidden and information that is known a priori to all source agents.

Extending Existing Solutions for Pseudonym Recovery Data

Considering our previous work using Shamir’s threshold scheme for cryptographic se-
cret sharing [4], we find that it is viable in the centralized case to choose keys for
encryption and decryption randomly, and that shares can be generated by using linear
sample points in an increasing order [3]. Both of these methods do not extend to the dis-
tributed case. We envision the following two solutions for the problem of distinct share
generation. First, each source agent is assigned his own interval for sample points, such
that each source agent generates distinct sample points. The downside of this approach
is, that the number of possible sample points per source agent is artificially limited
depending on the number of source agents. Second, source agents can choose sample
points pseudo-randomly, where each source agent initializes his pseudo-random num-
ber generator with a distinct secret. While this solution does not reduce the number of
possible sample points per source agent, there is a chance for collisions.

The problem of synchronized key generation in the absence of timely coordina-
tion could be solved by using cryptographic one-way functions to compute a key,
where some common secret and the feature to be encrypted are used as parameters.
Such a solution is less secure than using random keys, because the search-space is
reduced to all syntactically possible features, opening an avenue for dictionary
attacks.
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9 Related Work and Conclusion

Slagell and Yurcik summarize related work in the field of audit data anonymization, an-
alyze the problem based on a collection of attacks against anonymization schemes and
propose a straightforward architecture for audit data anonymization considering merely
lossy reductions [30]. However, their analysis focuses on the identifying information
found within the audit data and does not sufficiently consider the linkability of features,
as required by the applications using the audit data. The CANINE tool implemented
by Slagell et al. is heavily geared to pseudonymization of network flows [27], merely
provides for lossy reductions, and does not meet requirement R2. Similarly, Pang and
Paxson turn their IDS Bro into a tool for network data anonymization [31], merely
providing lossy reductions and no support for R2.

Lincoln et al. propose a solution for alarm repositories, which collect alarms from
source agents and publish them for further analysis [28]. They analyze, which kinds of
surveillance modes are supported by their solution with the result that they only support
limited analysis capabilities. We take the other road, firstly analyzing the requirements
for surveillance modes proposed by the community and then deriving requirements
for designing appropriate solutions. The solution proposed by Lincoln et al. does not
meet R1 wrt. prefixes and R2, and supports merely lossy reductions, it however intro-
duces a notion of uncertainty by coarsening timestamp features. Xu and Ning propose
the first solution directly aimed at supporting cooperation of intrusion detection agents
[29]. They merely consider lossy information reduction by coarsening features using
concept hierarchies. Obviously, coarsening features introduces uncertainty, leading to
worse correlation results, which may or may not be acceptable.

Summarizing, there are currently no solutions supporting lossless reductions for co-
operating distributed intrusion detection agents. Lossless reductions provide a chance
for privacy protection without sacrificing the precision of surveillance mode results.

Our previous work and the proposed general model for information reduction for co-
operating intrusion detection agents are aimed towards technically balancing the con-
flicting interests in intrusion detection. The general model brings up challenges with
respect to intrusion detection, inference control and cryptography. For both, lossy and
lossless information reductions, we identified the information requirements of the nor-
mal surveillance mode of the given analyzing agents. For lossless reductions we still
need to identify and formalize the given purposes for the alert mode. According to
these requirements we need to define appropriate data transformations and prove their
effectiveness as well as their efficiency for both modes (intrusion detection). We pro-
vided first ideas, how the transformations we proposed for the centralized case [1] could
be adapted to the distributed case.

For lossy reductions we need to prove that (a sufficient degree of) confidential-
ity is achieved with respect to remote agents (inference control) and in the case of
coarsening we need to show that the detective effectiveness of the surveillance mode
is only mildly affected. Finally, for lossless reductions we need to prove that
they exhibit the properties correctness, secrecy preservation, verifiability and possi-
bly further properties that are important in the context of the given analyzing agents
(cryptography).
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