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Abstract. Even more than in our physical world, in our digital world
we need systems that meet the security objective of service providers
and users in equal measure. This paper investigates the requirements
of secure authorizations with respect to accountability and privacy
in the context of surveillance for misuse detection during service
utilization. We develop a model of system architectures for secure and
privacy-respecting authorizations that allows to derive and compare the
properties of available technology. It is shown how the model maps to
existing authorization architectures.
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1 From Physical to Digital: A Short Visit to the Zoo

Many safeguards in the digital world mimic safeguards in the physical world. The
reason probably is that safeguards are necessary, if the actors do not trust each
other. However, at the end of the day, trust is usually anchored in the physical
world. Using an example it is shown how we deal with trust in the physical world.
In the following, we describe the case of a student who wants to visit the zoo.
In the example the zoo serves as a service provider offering free admission to
students. Non-students might feel tempted to defraud the zoo by pretending to
be a student in order to obtain free admission. Hence, the personnel at the zoo
ticket booth is instructed not to trust statements that customers make about
their own property as a student. For customers it is thus insufficient claiming to
be a student, also because the ticket booth personnel cannot verify the statement
without considering supporting documents. Instead, it is required to show a valid
student ID. The student ID is used as a certified property statement that assigns
the name of the subject of the statement to the property student. At the ticket
booth a certified property statement is accepted, if it is a student ID, as a matter
of policy the issuing university is trusted to generate useful property statements,
the person on the picture visually matches the presenting person, the student
ID has not yet expired and looks “genuine”.

If the student ID is accepted at the ticket booth, the presenting person is
authorized to pass the zoo entrance. The presenting person receives the service-
specific property authorized for zoo entrance. Therefore customers that are au-
thorized for zoo entrance receive an admission ticket at the ticket booth. The
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ticket is accepted at the zoo entrance, if the stated ticket booth is trusted to issue
tickets only to persons that are authorized for zoo entrance, the ticket number
looks “plausible”, the ticket authorizes to pass the zoo entrance, it has not yet
expired and looks “genuine”.

If the admission ticket is accepted at the zoo entrance, the student may enter
the zoo. Right in the front is a sign that specifies behavior that is by policy
prohibited in the zoo. Most notably, it is prohibited to tease the monkeys, since
they may take revenge using banana peel projectiles. Thus, for the time being,
the zoo trusts that the visitors stick to the rules. At critical areas (at the monkey
house) the zoo may put a guard in place. The guard observes the behavior of
the visitors and reacts, if he detects a violation of the zoo policy.

This paper presents a model for authorization architectures and criteria for de-
riving and comparing generic high-level properties of existing privacy-enhancing
technologies when applied to surveillance for misuse detection. The model and
criteria are developed in four steps:

— Generalizing the hybrid PKI model of Biskup and Karabulut [I] by abstract-
ing from PKI-specific technology an architecture model for secure authoriza-
tions is developed, which primarily meets the security interests of service
providers (see Sect. 2).

— Our previous work on pseudonyms [2] is generalized for the model to solve
the privacy problems created by surveillance data, thereby enabling lawful
misuse detection. What distinguishes our pseudonym approach from related
work is the integrated notion of technical purpose binding for pseudonym
disclosure (see Sect. ().

— Combining the model from Sect. Pl with pseudonyms results in an architec-
ture model for secure and privacy-respecting authorizations (see Sect. H).

— Given the model, criteria are developed to derive and compare generic
high-level properties of privacy-respecting authorization architectures (see
Sect. [)). It is shown how the model can be applied to existing privacy-
enhancing technologies (see Sect. [0)).

The proposed model is compared to existing models in Sect. [ and the paper
concludes in Sect. [§ with a summary of the contributions.

2 An Architecture Model for Authorizations

Based on the assumption that services do not generally trust in property state-
ments that users make on their own behalf, authorization architectures rather
rely on property statements that are responsibly certified by agents trusted by
the service. In the proposed model individuals, computers and other players in a
distributed IT system are denoted as entities. A principal is a bit string that is
unique within its scope of application and it is associated with an entity to serve
as its surrogate. An entity can enjoy properties, which in turn may be used in
conditions in authorization policies, and are taken into account during the trust
evaluation.
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The terms certification and certificate in the model denote the process and the
result, respectively, when a responsible agent certifies a statement about rather
entity-specific than service-specific properties in its role as a certifier. In Sect. [I]
the student ID is a certificate, which expresses the certified statement about the
entity-specific property student.

In the model the term authorization denotes the process and the result, when a
responsible agent certifies a statement about service-specific properties in its role
as an authorizer. In Sect. [I] the zoo admission ticket is an authorization, which
expresses the certified statement about the service-specific property authorized
for zoo entrance.

A responsible agent (cf. the university or the zoo ticket booth in Sect. [I)
verifies that a subject entity enjoys certain properties and certifies a statement
under one of his own principals, such that the statement assigns a principal of
the subject to property attributes that correspond to the verified properties of
the subject. The association of the subject principal with the presenting entity
is verifiable by means of authentication data. A property statement also con-
tains verifiable data concerning the validity of the statement, where the data
can only be generated by the responsible agent and practically cannot be coun-
terfeited. Note that certified property statements come in different forms, such
as static documents (e.g. certificates [I]) or as traces of interactive protocols (e.g.
anonymous credentials [3]).

Property statements comprise the following components (see Fig.[I)): A princi-
pal of the responsible agent for the trust evaluation, parameters for checking the
validity, authenticity parameters for authenticating the presenting entity, a set
of attributes expressing the subject properties and being evaluated for the access
decision, and the subject principal, which is used for linking property statements
while processing service requests.

The components of certified property statements primarily support security
objectives of the service providers. Accordingly the fat light grey frames in Fig,.
enclose the system components where the service-related security objectives are
enforced and which must not be controlled by the user. In Fig. Blthe solid arrows
indicate the flow of certified or verified property statements[] In the text the
arrows are referenced by their identifiers (here: ‘A1’ to ‘C2’).

The players in the basic model in Fig. [2] are the user-side management, a
certifier, an authorizer and a service. As an example, in Kerberos [4] they can
be mapped to the client, the authentication server, the ticket granting server,
and the service. The authorization for the utilization of a service can be broken
down into the following three phases: 1) The user has his relevant properties
certified (see ‘A1’, ‘A2’ and ‘A3’ in Fig.[2). 2) Presenting his relevant certificates
the user is authorized for the utilization of the service (see ‘B1’, ‘B2’ and ‘B3’ in
Fig.2)). 3) Presenting the authorization the user can utilize the service (see ‘C1’
and ‘C2’ in Fig. [J). The management is controlled by the user. It interacts with
other players, and based on the policy of the user, and aiming at satisfying the

1 'We assume that the service answer does not include statements about the properties
enjoyed by the user. Hence, the service answers are not shown in the model.
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Fig. 1. Verification of property statements Fig. 2. Basic model

requirements of the service or responsible agent (see the policies in Fig. [I)), it
chooses property statements and information that are suitable for the respective
interaction. There are slightly different variants of the basic model reflecting
shortcuts that existing authorization architectures take [5].

3 Pseudonyms with Technical Purpose Binding of
Disclosure

As described in Sect. ] the access decision for service utilization is based on
certified property statements including a subject principal. While processing a
service request for a subject, in the system occur events that are triggered by
the step-wise computation of the answer to the request, where these events usu-
ally are linked to the subject principal. That is, system events are accountable,
usually with the objective of accounting detected misuse to the perpetrator. The
working principle of surveillance technology for misuse detection is based on an-
alyzing relevant system events manifested in audit data (cf. guard in Sect. [).
Appropriately responding to detected misuse, i.e. locking out some user or fil-
tering source IP addresses, requires that the manifestation of the misuse in the
audit data be accountable.

When collecting and processing audit data the obvious conflict between the
individual user’s interest in privacy and the overall security objective account-
ability can be solved by using pseudonyms in the audit data instead of sub-
ject principals. In the sense of multilateral security [6] a fair solution can be
achieved by distinguishing the normal case (no accountability) and the excep-
tional case (accountability can be established) by controlling the external knowl-
edge about (parts of) the pseudonym mapping. We discuss the legal foundation
of such a solution elsewhere [5] and define a pseudonym as a principal that does
not allow the identification of the assigned entity, based on the definitions of
Pfitzmann and Hansen for unlinkability and anonymity [7]. Further concepts of
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pseudonymization, pseudonym mapping, pseudonym disclosure and reidentifica-
tion building on the aforementioned definitions are used intuitively here and
defined in more detail elsewhere [5].

The controlled disclosure of pseudonyms is the controlled ability to make
pseudonymized objects accountable again. This ability is controlled by enforc-
ing who can use the pseudonymity mapping. The entity which manages the
pseudonym mapping is responsible for performing reidentification for legal pur-
poses of authorized entities only. We say that pseudonym disclosure is subject
to purpose binding, if it is granted only for some a priori specified purpose, e.g.
responding to detected misuse. If the responsible handling is conferred to a per-
son, the reidentification is subject to organizational purpose binding. Since this
person needs to manually perform the purpose binding, pseudonym disclosure
may be delayed and not be sufficiently fast for a timely misuse response. Al-
ternatively the purpose of pseudonym disclosure can already be incorporated
during pseudonym generation. The pseudonymized audit data is automatically
supplemented with certain information that neutralizes the protection of the
pseudonym mapping under certain conditions. The purpose of pseudonym dis-
closure determines under what conditions the protection becomes ineffective,
and (parts of) the pseudonym mapping can be used for reidentification. The
pseudonyms can be disclosed only if these conditions are met. If the protection
of the pseudonym mapping is customized for the disclosure conditions, such that
it cannot be circumvented — e.g. by means of cryptography [2], the pseudonyms
are subject to disclosure with technical purpose binding. The advantages of tech-
nical purpose binding will become apparent in the context of the architecture
model in Sect. @l

4 An Architecture Model for Privacy-Respecting
Authorizations

In many cases person-identifying IDs are not necessary to verify certified prop-
erty statements and to provide a service [§]. If for a given application IDs are
not necessary, property statements and their references can be pseudonymized
by replacing the subject principal with a pseudonym. As an example, the Ger-
man act on digital signatures already allows for pseudonymous certificates (§7
Sect. 1-3 SigG [9]). In the example from Sect. ] the admission ticket to the zoo
does not need to contain the name of the ticket owner. Instead, it has a unique
ticket number, which can be interpreted as a pseudonym of the ticket owner in
the context of the zoo service.

On the one hand, the agent now is additionally responsible to the inter-
est of accountability of the recipients of the property statement, for disclosing
pseudonyms in accord with his pre-engaged policy to specific entities for specific
purposes only. On the other hand, the agent is also responsible to the interest of
the subject entity in pseudonymity, for protecting the pseudonym mapping and
adhering to the declared policy w.r.t. pseudonym disclosure and linkability.
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In the following, the basic model from Fig.Plis extended with the site security
officer (SSO) of the service provider, who, by means of audit data, observes and
analyzes the behavior of the service users, and if necessary, conducts appropriate
response (see Fig. B]). The audit data is collected by the audit component of
the service and is conveyed to the analysis component of the SSO (see ‘E1” in
Fig. ). According to the purpose of analysis, i.e. purpose of processing, the
analysis component generates event reports and provides them to the response
component (see ‘E2’ in Fig. B]). The response component reacts on the event
reports, for example by informing the SSO and by suggesting appropriate action.
An event report can comprise an analysis context, which is a sub-set of the audit
data. For this text we consider an intrusion detection system (IDS) as an instance
of the described additional components, where the purpose of processing of the
analysis component is the detection of misuse scenariod] that are caused by the
service users.

Fig. Bl to Fig. [@ depict the privacy-respecting versions of the basic model
(cf. Fig. ), where user IDs are pseudonymized before they can be observed
by the SSO in the audit data. The graphical elements in the figures call for
some explanation. The solid arrows indicate the flow of accountable and certi-
fied or evidenced property statements. The dashed arrows indicate the flow of
anonymous or pseudonymous property statements. The dotted arrows indicate
the flow of the pseudonym mapping. Each fat grey frame indicates the control
requirement of a certain entity w.r.t. the framed components. An entity B must
not control the components implementing the interest I4 of another entity A,
which is in conflict with the interest Ip of B. The dark grey frames represent the
user’s interest in pseudonymity. Conversely, the light grey frames represent the
SSO’s interest in accountability. Finally, the black boxes together implement a

2 Models of misuse scenarios are activity patterns that are known to the IDS, i.e., here
we consider so-called misuse detection, but not so-called anomaly detection.
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function of multilateral security. Note that they are surrounded by a dark as well
as by a light grey frame, i.e., the interests (pseudonymity and accountability)
are clashing and need to be balanced.

A unilaterally secure architecture can be built in favor of anonymity. In such
an architecture the certifier does not verify that the subject component provided
by the user contains an ID which actually identifies the user (see plausibility
check in Fig. ISI)E The user’s management component can then choose arbitrary
pseudonyms for the property statement and the corresponding pseudonym map-
ping is also controlled by the user’s management component. The SSO would
have to rely on the user to disclose his pseudonyms, i.e. dependable accountabil-
ity is not possible.

Architectures providing multilateral security take conflicting interests into
account [6], such that the entities, who pursue the conflicting interests, should
not be able to control the objects of interest, i.e. the pseudonyms in the property
statements. Instead, for multilateral security the pseudonym mapping could be
controlled by one or more agents, which the users and the SSO need to trust
(see Fig. M to Fig. [@). The presented architectures can also be adapted to the
variants mentioned in Sect. 21[5].

The architectures depicted in Fig. [ to Fig. @ only make use of pseudonyms
with disclosure subject to organizational purpose binding. Fig. [0 shows for the
architecture with audit data pseudonymization at the service layerH how the
control requirements can be relaxed by using technical purpose binding for
pseudonym disclosure, instead of organizational purpose binding.

For technical purpose binding the pseudonym mapping is provided to the rei-
dentifier in a protected form (see ‘R1’ in Fig.[lb). Additionally the pseudonymous
audit data is supplemented with information needed to neutralize the protection

3 Note, that this is actually the case for many web-based services on the Internet.
4 Technical purpose binding is also possible in the certification and authorization layers
of the model, but yields varying benefit (see Sect. []).
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of the pseudonym mapping (see ‘E2’ in Fig.[lb). Due to the nature of the protec-
tion of the pseudonym mapping, reidentification is only possible in accordance
with the a priori defined purpose of controlled pseudonym disclosure. As a result,
the user does not need to trust the entity any more, which controls the reidenti-
fication component. Hence, the SSO may control the reidentification component
and may disclose pseudonyms in a timely and autonomous fashion, as soon as
the respective purpose permits.

5 Comparing Architectures

Fig. Bl to Fig. [0l depict the different phases or layers where pseudonyms can
be introduced in the model, such that the analysis component works only on
pseudonymized audit data. Introducing pseudonyms in a given layer or phase
has specific benefits and disadvantages, which are investigated in the following
and summarized in Table [

Table 1. Summary of architecture properties, grouped by relation to the issues of
trust, security and cost of deployment. Each criterion can be ‘\/’=met, ‘—’=not met,
or ‘%’ =irrelevant in the given context.

pseudonymizing entity

roperty criteria . . .
propetty management certifier authorizer service

multilateral security — Vv Vv V4
independence of service Vv Vv — —
dependable attributes — Vv Vv %
technical purpose binding — — Vv V4
verifiability of pseudonyms b.a. V4 Vv Vv —
independence of user — — — Vv
independence of infrastructure vV — — vV

In the model can multilateral security only be supported by entities which do
not pursue one of the conflicting interests that they are supposed to balance.

Even if an entity does not itself pursue a certain security objective, the organiza-
tion it is affiliated with and which it depends on still can pursue a certain security
objective. Due to the dependence on an organization, the entity’s activity could
be biased in favor of the organization’s interests. In the physical world, one hopes
to avoid the problem of biased decision-making by conceding an elected person a
secure position within the organization, such that he can make decisions that are
in conflict with the organization he depends on, without thereby threatening his
own employment (see independence of service in Table[ll). As an example, such a
position has been created by the German labor law for the works council and by
the German privacy law for the privacy commissioner.

Depending on which entity responsibly certifies a pseudonymous property
statement, can the evaluating party rely on the statement, i.e. that the respective
entity or person actually enjoys the certified properties. From the perspective of
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the service provider an agent, which pursues the security objectives of the service
provider, can be trusted to provide dependable attributes in property statements.

While in Sect. [ technical purpose binding of pseudonym disclosure is described
for audit data, in principle it can also be realized for the authorizer. Consider-
ing technical purpose binding for the certifier, one has to bear in mind that a
given certificate is used to acquire authorizations for various services with various
purposes for processing and for audit data analysis. The pseudonyms and the re-
spective technical purpose binding would have to support all of these anticipated
purposes for disclosure as well as linkability. This would come along with a mas-
sive erosion of the pseudonymity of the respective certificates, such that it seems
inappropriate to realize technical purpose binding for pseudonymizing certifiers.

As long as pseudonyms are introduced before the service access phase, the
service can verify the pseudonymous authorization and the properties of the
pseudonyms (see verifiability of pseudonyms b.a. in Table [I). Service requests
with invalid pseudonyms can be detected by the service’s verification component
and can be rejected to avoid losses.

If the pseudonymization does not rely on a software component that is con-
trolled or operated by the user, the pseudonymization is said to be independent
of the user. On the one hand, this leaves the user out of the control loop, and
he can independently take additional measures. On the other hand, the service
provider is anyway obliged to comply with the privacy law and cannot shift this
obligation to the users [5]. Moreover, a software component, which needs to be
made available to the user, generates additional cost.

The architectures based on certificates and authorizations require trustworthy
agents for certification and authorization, respectively. The effort for establish-
ing such an infrastructure must not be underestimated. Independence of infras-
tructure therefore is in the interest of a quick and cost-efficient deployment of
anonymity or pseudonymity.

6 Mapping Existing Architectures to the Model

In the following, for each of the pseudonymizing entities in Table [Il exemplary
privacy-enhancing technologies (PETs) are mapped to the model proposed in
Sect. @ The selection does not claim to give a comprehensive or representative
survey over PETs. Rather the intention is to give an impression how the model
can be used to classify PETs in the context of authorization[d

6.1 Architectures with Pseudonymizing Management

Identity management components installed on the user’s personal device (e.g.
personal digital assistant, PDA) assists the user with creating and selecting his
partial identities or identity profiles, which contain property statements.

5 The selection intentionally does not cover all possibilities for acting pseudonymously
or anonymously, for example anonymous publishing, anonymous elections, anony-
mous auctions, anonymous (peer-to-peer) file-sharing, Private Information Retrieval
(PIR) and its applications are not considered.
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Instead of locating this functionality on the user device, it can also be located at
one or more third parties, also denoted as infomediaries, which the user trusts [10],
such as Proxymate a.k.a. Lucent Personalized Web Assistant (LPWA) [IT], 12].

Property statements to be sent out are selected, e.g. using P3P, by matching
the security requirements and the privacy policy of the given recipient to the
privacy requirements tied to the partial identities defined by the user, while
considering the actual situation in which the user acts [12, [I3]. In analogy to the
trust evaluation carried out by the recipients of property statements, the user’s
management component evaluates the trust w.r.t. the recipient’s privacy policy,
before selecting and sending a property statement.

6.2 Architectures with Pseudonymizing Certifier

To effectively provide anonymous communication in distributed systems, per-
sonally identifying data must be avoided in all layers of the OSI reference
model. Hence, anonymous services in the application layer require additional
services that provide for anonymous communication. Secure anonymous com-
munication services may also support conditional anonymity [I4]. As an ex-
ample, Mix systems distribute the trust, which the user needs to invest, over
several autonomous parties. There are various implementations of Mix systems:
Onion Routing/TOR, Hordes, Freedom Network, JAP, Babel and Mixmaster-
Remailer. Crowds and Cypherpunk-Remailer are based on similar concepts. Sim-
pler systems, which do not distribute the necessary trust, are or were for example
Anonymizer.com, Anonymouse and Anon.penet.fi. Surveys of these technologies
have been published by several authors [I5] 16}, 17, 18] [19].

Anonymous or pseudonymous credentials are introduced as anonymous or
pseudonymous property statements in Sect. @l The literature offers various ap-
proaches for implementation [20, 211, 22| 23| 24, [3] 25].

Verifying anonymous or pseudonymous property statements comprises anony-
mously or pseudonymously authenticating the presenting party (see authenticity
component in Sect. [2). There are several proposals for authentication technology
subject to controlled identity disclosure [26], [27) 28], or at least with strong mech-
anisms to discourage the unauthorized sharing of pseudonyms with other users
[29]. Anonymous authentication is frequently realized using group signatures.

Fair electronic offline cash usually provides for controlled identity disclosure
subject to technical purpose binding in the case that someone spends a given
electronic coin more than once (commonly denoted as double spending) [17, [30,
51, 32, 33, 3],

For the privacy-enhanced intrusion detection system ANIDA the Kerberos au-
thentication server was conceptually extended to use pseudonyms with controlled
disclosure subject to organizational purpose binding [35].

6.3 Architectures with Pseudonymizing Authorizer

Anonymous credentials, coins and anonymous authentication may also be em-
ployed for authorizers (cf. Sect. [2]). We give only two examples. Based on the
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fair electronic coins of Chaum et al. [36] Internet dial-in users can anonymously
log-in to dial-in access points of their Internet providers [37]. A similar approach
was proposed as a payment system for wireless LAN Hotspots [3§].

Serial transactions can be authorized in a completely unlinkable fashion by
extending the validity of one-show credentials at each use for the following trans-
action only [39].

Biischkes and Kesdogan also proposed a second approach to privacy-enhanced
intrusion detection, where the Kerberos ticket granting server is complemented
with a multilaterally secure Mix [35].

6.4 Architectures with Pseudonymizing Service

In the following is only personal data considered that has already been collected
by a service in the form of audit data for misuse detection. When considering
service-side anonymization or pseudonymization, it is useful to keep the criteria
summarized in Table [[l in mind. To be able to react timely on detected mis-
use, a timely pseudonym disclosure is desirable, preferably without the need to
involve third parties. This can be realized using technical purpose binding of
pseudonym disclosure. Also, the solution should be practical and independent
from users and expensive infrastructures. As shown in Table[[lthese requirements
can only be simultaneously met at the service layer. In the following, approaches
for anonymization or pseudonymization of audit data at the service layer are
summarized.

In her seminal work on Intrusion Detection and Avoidance (IDA) Fischer-
Hiibner proposed the concept of misuse detection using pseudonymized audit
data [40, [41]. The concept of pseudonymized audit data for misuse detection
is used by Sobirey, showing that it is workable with operational intrusion de-
tection systems. The IDA concepts have been integrated with the fully work-
ing IDS Adaptive Intrusion Detection (AID) [42]. Lundin developed a simple
pseudonymizer for the audit data of an operational firewall, to be able to legally
use the pseudonymized audit data for intrusion detection experiments [43]. Rieck
developed the pseudonymizer bsmpseu to pseudonymize Solaris BSM audit data,
which was used for intrusion detection experiments. We introduced an approach
for pseudonymizing audit data for misuse detection in a multilaterally secure
way, where the controlled pseudonym disclosure and pseudonym linkability are
subject to technical purpose binding [2].

Further approaches to pseudonymizing audit data are known for web server
log files that are aggregated for statistical purposes, e.g. [44], and for network
traffic traces, which need to be shared for research purposes, e.g. [45].

7 Related Work

Other approaches or models have been proposed to describe anonymous or
pseudonymous authorizations. In the following they are briefly outlined and
mapped to our model.
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The Dutch privacy authority Registratiekamer together with the information
and privacy commissioner of Ontario, Canada, developed a model for informa-
tion systems with a focus on privacy [8]. Based on this model, the authorization
process, including the respective audit data, is described in analogy to the archi-
tecture, where the service holds the property statements, such that no further re-
sponsible agents are needed and the service needs not to verify the validity of the
property statements [5]. Accordingly, the users merely obtain references to the
statements about their properties. A so-called Identity Protector can be placed
at several locations in the model. The Identity Protector acts as a pseudonymiz-
ing entity which separates components where user IDs are known from compo-
nents, where merely the respective pseudonyms are processed. For each proposed
placement of the Identity Protector the resulting architecture is described by van
Rossum et al. [8], however without distinguishing the respective properties and
specifying the control requirements. The Identity Protector corresponds to the
management component in our model, when implemented near the user, i.e., in
between of the user representation and the service. It corresponds to the certifier
or authorizer when implemented as a third party between the user representa-
tion and the service. Finally, the Identity Protector corresponds to an audit data
pseudonymizer, when implemented between the service representation and the
audit data.

Alaméki et al. define various functional components (Profile Broker, Iden-
tity Broker, Authenticator) that are required for architectures for anonymous or
pseudonymous authorizations [46], however without distinguishing the respec-
tive properties and specifying the control requirements. Identity Brokers are
defined as entities which introduce pseudonyms, and Profile Brokers are user
profile access points, where user profiles correspond to the attributes of property
statements in our model. Profile Brokers can be complemented with Contract
Brokers, which verifyably negotiate the mutual requirements of users and ser-
vices w.r.t. disclosure of user profiles. In our model these brokers may be part of
the user-side management componentﬁ Alternatively the Identity Broker may
reside at the certifier or authorizer[] Alam#ki et al. define Authenticators as
entities which provide for the authentication of users, which corresponds to the
authentication part of the verification boxes in our model (see Fig. [II).

A recent approach describes Privacy-enhancing Identity Management (PIM)
[12], where the user decides on his discretion, who can get which of his personal
data, and where the user can separate his activity in different spheres, such that
different addressees of his activity may have a different view of the partial iden-
tities (personae) of the user. PIM comprises the applications, the middleware
and the communication infrastructure [I2]. At the application layer the identity
manager of the user (cf. management in our model) and the service provider
(cf. service in our model) negotiate the requirements for partial identities (rep-
resented by property statements in our model). Beyond anonymous authoriza-
tions this approach also addresses e-commerce and e-government. Therefore,

5 Trusted Mobile Terminal in Alamiki et al. [46].
" Physical Separation of Identity and Profile in Alaméki et al. [46].
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PIM leverages not only pseudonymizing certifiers and authorizers (see anony-
mous credentials and authorizations in Sect. and Sect. [63] respectively) and
an infrastructure for anonymous communication (see Sect.[6.2]), but also requires
additional mediators or trustees for the digital exchange of goods, settling of li-
abilities, electronic payment (see Sect. [0.2]), and finally, the delivery of physical
goods in the physical world.

The above mapping shows that wrt. pseudonymous authorization existing
models are subsumed by our model, while our model additionally provides advice
concerning control requirements and suitability wrt. various high-level properties
of authorization architectures.

8 Conclusion

In this paper we present an architecture model for secure and privacy-respecting
authorizations. By generalizing the hybrid PKI model of Biskup and Karabu-
lut [I] we firstly develop an architecture model for secure authorizations, which
subsequently is extended for pseudonymity. The resulting model is more com-
prehensive than existing models.

With a focus on surveillance for misuse detection we identify suitable architec-
tures and control requirements for pseudonymous authorization. Moreover, we
provide criteria to determine and compare the properties of these architectures.
The contribution to the area of privacy-respecting authorizations is threefold:

— The model provides a systematic view on architectures for secure and privacy-
respecting authorizations, as well as on their generic high-level properties.

— Starting from a set of required properties it allows to compare and select suit-
able architectures, either for designing authorization systems from scratch,
or to guide product selection.

— For each architecture the control requirements are made explicit, such that
they can be taken into account during design, or can be used to verify the
appropriateness of control conditions in products.
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